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. . RESOwrIOH OF'm 
.NAVAJO NATIOR COtlNCn 

. Mandating the Cr@etipn··Sf·an·· Open IntgDmti2D EnYiJ:9nm1nt>~9bCl. 
the GQyarnmental En,itjls pi the Noyajp Hatign G9VernmCnt;:!Qd'~Q 

, ASI!qn !lSOtl!dJ?l, laai!' tp CmonHnatt tbl .0'1' and', , 
D@veloplflJut ot cOmPutet. Techn910qy to Acc;pmPUab tbl<. .' 

Qaln Intg;rm;:t:ion Sho:t';;,nqEM;LroNp'D1i,!.. ,'! 
.. ,,'.' 

WHEREAS: . .. .. .' ~,'" . 

. ~ ,.;. '." . 
. ..... '. ; "',':"';",';"'1"0.",,. I . '::'~.' ,r,,':, :.,..<:.>.~.<

Dab aDd. !ntcrJd,~1on tha't 1a gatber~4,'p~~•••ed:;"r:;:;:;,,'i"!"·:'· 
'created .a~~'aan·1pulated ~ support. of ;i.Jfa~j~'·'::Jlation:,.}::,:,_, ',.:' 
government: 'cperat:ioJUlor. dur!nq the cour••..··..·of;/·,.> 
conducting Navajo W..1:i=. GovernJDent bU.ine••:;,'..:~lori9.,:~:;':\:i 
to. the Bavajo Nation Cpve.rnaen't and.hall~btt:. sharecr 
throughout .the . 90ve.r:maen~~:..' .yst... . 'It. ,;.:1." .1." 'c' ; 

ackncwledged -.th..~· ~.·'.b·ar.1nCJ 'cf' . govU'Nilent&l.,,: , 
1Jltoniat~t;JD .ay.· be r8..u1eted vben .n·.Ceea~· .~':"';":'\" 
th.~ . iDtCr1Dat.iOft prDceIl81n9' aeti\p1ty vith~.~tJ'J.·'.. 
hvajo .Nation i.to·be ccndueted ift ."". ·••=re .. 

.. envirclmI_t. . . . 

. 3. Th. Navajo. Nation council wish.. to.: declare the. 
follovinti. General Policy .. on OB8 and J)eveloplaftt. ot '. C=put~ 

,. ,.~TecMclcgy to lceompli.~· the Opan :rntcnut:ion ~v1rc:lnment. . 

I't j,.' understood that ttroul1b the u.. of .modern 
~ana9emen~ technique•. and cOJDpu~ar. technology it i • 

.pC8~:1ble. .to .promote the' .sbaring' of daU aAd 
intCDatiOJ1 . throughout the Navajo Jl'at.ionGovHmleft't 
inc:ludiDC1 . the . chapter' level. . It i.' further" 
underatood that th.' cone.pC ot di.~1buted proca••tnq 
CaD be used to accoJDp11aJ1 1:hca ••Ub11.b:Ilant. of' an. 
overall ccmputu intonation ...•trat.gy. lovev..·, it 
fa . a180. undarstoCd .that any d1stribUtiOft. ot 
I'roe.ss.inet BUeb .a financial transaCtiona thrcuqb 'the· 
u.. of computer. lIIuet ba. caretully analyzed 'ancl 
planned ,Prior to. apluentation ~ . 

" 
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~. It i. in the.best interestct the Navajo Nation that ~. 
geve~entoperation8he supported by an effective. and efficient 
framework tar i~pravin9the ti~eline$., accuracy and availability 
of, data and infonat.ion .J'elilcurces.. The epeD information 
environment will help achieve this eric!;. , 

NOW THD.EJ'ORE :BE I' RESOLVED THAT: 

1. The Navajo H.~ionccuncil hereby declare. a Ceneral 
Policy on ownership ot 90vernment data and information.. defined 
,~e~ow: , 

Data and intormation tha~i. gathered, processed, I 

created' and JIIanJ.pulated in support or Navajo' Ration 
government cperaticn. or dur·inV the course 'ot 
conducting Navajo Na~ioft Covernmen~ busin... ~.lon9. 
to ' the Navajo Nation GoverJUllen't and shall IMt .hared 
thr~ughou~ th. gov8rnJD,an1:al eys'tea.. 'nse .p.cific. of 
'tha open intox:mation env1ronmen"t ara contained in the 
Open Information. P<Jlicy attach_d buet.o •• Attac:hmen't· 
1.0-A-l and by reference ••.,•• part her.ot; , 

%~ 1. a180, .cknowled9~ . that the ahari", ot 
90vernaen~al infontatiora ..y, be restricted where 
neces.ary and ~.~ in~cr.aat1oD proe•••1ng activity 
within tb. Navajo .a'ticD 1. 'to btl ccndu~.ed iJl • 
secura env1rcmDent.'rh. degree of th1e s.curity will 
be 90vemed by .two principle... Fira't, 'the ••CU%ity 
must be ecnaist.ent viC. applicable federal, atate and 
Hevajo Jfatin lawa, regulation. arad direct!veS. 
Secondly, aec::urity lIIU.t .. , cCD~ura1:e wit:h ,the
valu. ot the daUandphyaical facillti•• considuiJl9 
losa/valu. 'ua the. Trib.~ The DabSeeurity Pglicy 
at'tached ber8to.. Attacmaan't 1.0-B-l covers thes. 
area. 1ft greatar detail. ' 

2 .. ' The lfavajoJlai:1oft cauncll furthar hereby' deciaru a 
General POlicy CD u•• and development: of cCllputu technology to 
ilCC02llplillh th. cpu information environment. ' , ' ' .' 

It J.a underat.cod' th.~throu9b 'the ua. of lIlodern 
JDana9U1en~ ~.chn.ique. and cODputu'1:edmolO4JY it 1. 
pOBai):)l. 'to prCJDo~. th. Ihar1nv of data, and' 
1n:toraa~iOD tbroU9hou~ the .ava~c 'Ration' GovarnBlan't 
lneludin9 . 'the ·Chapter lavel. %t i. turtbtar . 
understood th.~ the concept ot di.tribu~ed proc•••ing 
can tie uBad to accOllpliilb the a.tabll.baent of aD 
overall compu'ter intoraa't1on atratetll.' However, it 

,'i. 'alao understoadtha't, Iny, disuibu1:i02l ot 
proces8ing a·Ucb ••.financial t.ransa~t~on.·throuqh the 
u.. of. computan JDU.'t be carefully analyzed .nd 
p~anned prior to 1JDpl...nta~ion~, , 
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. 3.' ,Th. Navajc Nation ,coUncil turtherbereby' maJ)dates: 
' ' 

'1. ,The ,', declaration' 'of ',the ope2i InforDa1;ion:; Sbarin9 
El1vircmnen't ·to ,be, et,f,ective Immediately;" aft4 ',: ,,,' 

'2~ The iJDplementationof an, ov¢all ,computer , 
, Intcnluitioft Stra't:ew for, the Navajo' Nation., to :b8 , 
,addressedlmmedla~.ly,aa outlJnad hereinafter; 
and	 as ••t fortli in the attac1uDenU;,"md' " ' 

,,3.. !'he a cC01Ipl.1i5h2Delrt, ot the Di"tributecS" Procesainq, 
of selected Financial '!'ransactian8 to ,the" AiQq-' , 

,'level ,'of Ccvenuoentvia computer ". Tac:bnolo91 , by,
. ' the end of Fiscal' Year 1913· aN!, '-", ..,,:, ,'. ," 
.	 " ,·t ,. 

... The- acco1Dplillment cf chapter G(l~armI.nt·',~.ccel. 
to varian. Government data a.nd'. information,"vla ,", 

,CcJlI',uter 'tecbnolo.9Y ))y th~ e.ndot P~l', iear : ,I , 

'19.4 01".' acener": . ' ' " , ,;' 
.. ~ . '. ' 

•• ftle Navajo' H~tion cOUnc~l further hereby .,,;'e~-tal>11.hU' ,, 
the, Standardll ·Group, , Dab GuarcUal'1, Data .SeCUrity Ka.na9,ri,:,ID~oi" ... .. 
branch Pro~ect Toa, tb. Intcna't1on HaM9eJ11ent. Cen't••, '<, S't.er1n91,;;,~·:;:;;i"":;" 
C01lUllitt.e .Dd 'structure, 1=0 accomplish th. above ta.ka outl1ne4,,>:in,', ." 
Resolved ClaUse. Paragraph' 2,.	 ' ", .' '.. ' ',' "":t~:"':', 

.- .. 

1.	 ,ft. StancJarda ' Group, 'v111cocrd1hat';, ,·:.a~a::-,';:>~~:i\":';;'" 
tacili'ta'Ce' .. BtratBt11c pl~inq" ,.:.c~cl1Jl&t.,: ,­
teclmelcgy acqa:r.iticna ,and. 4ireC'tlou",.: bY' 
utUl1abin9' ,and, ..iJltain1nq,',' ,'t;ec:bnolocn, -, 
standard., keep re~p.ct:lv. Branch ch1e(a"abre••'t""" 

,'of ,the, 1ntoru~1on, i.w••, "anc!tc resolve;' 
.:In:torma~1cnltechnolcv 1s8ue'- and cene... · ••" 
,they ar. brought.' forth by' ,U. nab GUard-1utData; 

, S.cur1ty Hanlg'lIZ', , Project staft" Work GrOI1",:~' 
other, partiee. -rb. standardll Croup', will !MI,' 
,cc2Dpri~.d, of ~. tOllcvi~ votiag' 'II",ben . ,.' 

1. 'ft. President r~pr.8.Jit1nq the,'.: Executive 
Jranch shall, eppc1ni: efta ~.r.~ trOll 'the 
D1vlaicnof Pinane. and one at-larva '.e:abc' 
to reprellent t:ha t?c~CQt1ve Branch; , 

2.	 Tb. Speder otthe Navajo XaUoll Council 
repre8entin9 the Leqialativa Drancb aha11 

,appoint	 two' parsDu troa hi. office, to 
represent the Leqislativelrancb; 

,3.1J'h. eb.i.~ Jua-t.ice at 'th.supreMCoU't 
"represent1.n9 '"the JUdicial Branch ,sha11 

appoiJrt two' person. trOll hi.,' oftiee to 
r.pr••en~ the 3udic1al )ranCbi 
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4.	 me Data Guardian will serve all the 
Ch.irperson' of the GrouPI 

5.	 The Data Se~ity lIanager, 

6.	 The Chairpet"sons of '1arie;tua user group 
or9aniza~ieD., tha Navajo Macintosh User 
Group, the VAX Site Managers and the 
ChairpersoJi of the local D1:COS LUG. ' Other 
organization. can pet1ticn the Chairperson
end can be' included witb • ~wo-thirdB 
Jlajerity of the votintJ JIleJlbar•• 

7. ·R_presentative. ot etrat:evie partnerinq
crganizaticn., ~ho provide a significant 

.amount. of prodUct, service. or experti•• and 
're~ir. cl~se coordi~a~1on with the ~ib., 
will 'be' includlUl •• ' non-voting J'asource 
members. Other o~aDisatioh. ca~ petition 
the ·Chait-pusoD and can be included..· with &. 
twc..thira majority of 'the vo~iD9 .eDher•• 

2. -rhe In:tonaation Technology Ccordina~, O~r1c. of. 
the' speaker ,1- dellignated •• the Data Guardian to . iJDpl_eJl:I:, . the 
Open IntonD.tioD Environment and chair the standant. .Group . on 

" behalf' o~ the Navajo Wation Council,. ". . 

:3. rhe' Director, Depa.raent. of,· Inforaation 
. Management. Servic•• is desi~ated .. 'the Da'ta' security K.anaVar to 
.safeguard .tha OPeD Informatien Environment. OD, behalf ot the Navajo
Nation CCUhcil. . '. . . ." 

. 4. The ass1gnDen'tof teChnical lupport.autf will be
 
neeessary to succes.fully implement an opan 1ntgrmat1oft sbariDg
 
envirDnment:~. Therefore, the Deparbent: at Inrormat1an Kanagpan't
 
Servic:::e. (or it. IlUCCeS80r in function and opeatiOD) will :be given
 
the task ,o~ esuppcrt1Dv tbe proje~ by' ilDplement1n9. prograJldlinq
 
modi:t1caticJUl, prev1d1nf)&ystl!2l. analy8i. .function., .1I81.~ in
 
reccmmending connectivity requirement8 and othv . technical
 
act1vit1ea. . 

, .	 , . 
5. The fallowing work groupa vill be .atatlll_hed 

with a repre••nta'tiva ere•• sectien trca each BranCh to addr••• tbe 
di8tri~utad, t1nancial.·qu••t1cn until ••ore per-an.nt .olutioft can, 
he agr••d upon", 

1.	 .Operationa Work Grcup to review and evaluate ,. procedural issues' and concem. to ~ 
addressed in ordu 1:0 carry ou't' tb- Open
Inforaation' Env1ronaen't. Bey .ball, , in 
.con.ulta~ion.wi~ th. appropriat. opera~icnal 
.a.nagu... and chaptllt' level' rapresentative. 
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! ' 

••. 1 

..' ,2. TIs.' IMCSC vil1 ase1.t vith th. coordina1:!cJI of 
~	 purc:baein9, " nebrcrk planning,' b1plaentatiOll of 

technology, 'IUpport the standa.rda croup, the Data, 
GUardian ',and the Data SeCU%'i~ Managar' with 

, ,- reeo2lmlendation. and insighb on technical i.II\1~. 

and CCJ\Carn8.,' 

, 5. The Banjo Dation ,cQunc:11 further hereby directa all 
,lirane.he., DJ-vi.ione, Depa.rbDentll, Off1c•• , lroqrau, and. other 
'tribal ent.itJ.•• ,· to cccp'erilt~ tc the tullest utent po••ibia to 
carry cu't the abcV. .andate•• ,' 
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6. The Navajo Nation council 'further hereby direct. that 
a report on the progresa made in carrying out the above policy and 
mandate. be made in writing by the attica of the speaker at each 
session ot th.Uavajc Nation Council hereinafter until such ~i•• 
tha~ th. provisions of· thi. pclicy and resclution .have been 
accoJllp11shed. 

CERTIn~o. 

'. '. I· hUey certify that the fore9c!nq reSOlution vaa duly 
considered ~ th. Navajo H.tioft Council at • duly called JDeet1ng at 
Win~ov .Rcek, lfavajo Nat:ion (Arizona), aot Which II qucrua· va. present 
and thai: s .... ·va. pa.sed .by a vou of 68 in favor, 6 oPpo8ed and 0 
absta.ined,th1s 23rd, day of JUly 1992.• 

July 28. 1992 ... 
. 'Date .sIgn.a 

ActIO. 'BY THE EXECtll'IVB IB.1WfCB 
. , 

1. Pursuantto'2 ••T'.C~, Sactiaa 1005 
(c) (1), I hereby aip .iD'to la" tha
 
fore90inl1 q 181:ioft on t:hia :I~
 
day at 19'2:
 

• .• • * 
~. Pursuant to 2 .~!'.c., sectiaa 1005 

(c) (10) .. ' r h.raby veto tb- fere­
gcing 189181at:icn tbU clay ofIt 

. . 1912 t~ tb. re••oft(.)
-.-xp-r-e-s-.erh 'the at:'tac:hecl 1.t~er 
to the Speake, 

Peterson Zal, pr••ldailt 
Navajo "atioD 
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"...... . 'A'ITA~t.O~A~l 
" ',e .' 

. '," , .. ': 

'., ' I' • ~ _. 

, oPen Information Policy • ,:.: ;", , ;, ~ '", ;: I ,<". "",, . '.' . 

• I ."". .''. '", , 

. ", 
, , 

'A. 'PURPOSE ", . 

" To crcaie aDtlJyirDmnem that wiD' rai:rume,~ prodJJCive use, of iDformatiOii~OnlaD 
IOVet1'1mCD~ etJIitia 01 die Nlvajo' NiDop JovcmmcDI aDd II) cooniiJiate me, DSC and= of CD~U_ u:chno}ol1 to a.ceornp~ aD OPCDinf~~~,.~ 

. ~,.I:,"~'	 \1/.. " 

" ~; 

.1., D~ Del inforinad~ dw' is plhered., ocened. CR2!Cd1Dd ~r='Di::':!.;;:·." ,. ' 
suppOn' of Navajo Natioa rovemmJoper..dOIll or duRa. tbe\eoimC'of' ),;;14,.,/ .. , , 

,coDauain,'NJVljo NarlOJl OcWermneDt business beJoop urlbe'Navajo NwOlLi'arid.;··",, ,:' :.: " 
.should be shand dIrnopOUl the pwmunentill)'Sle& . . ,;::' ., 

; 

2. All iDronnatio!! ~ ill !he COW$! VI ~lftja HanOI'busiDca b III asset IDd ~,:: 
ruc:h. .~ NJ\'IJo NatltJD, ~ c:nClia 1ft=pcmsibJc m1IO:OPllmbl~ fClt'III." 

.poteeDGIL " '.' 

3.	 II is undcmood thuthroup the use of modcrD~t.ecbrdqUosmi" 
c:omparcr ~olelr it is pOSSIble 10 ~ the shJriDl Of daD. md iDformuiaD" 
iIlroupOUl *be.NavaJO ~IDOD GoYCZll:lDeDl ududinl those allbe 0apIcr1cYeI.' 

4.	 ' .•• fri~'~1hat meameep,ot-dbtrIbuled ~~"'CQ~, 
employed dDDup_ ~ of II ovCDD CODJPtI~ mt'amaDaD·ShZep'., . 
However. 11 is alsoUDdcn1Dod lhas IZlf such di!1ribuUOII of dill procemDl . 
!fm'aPIbe.use of compWm musI be carcfW]y ualyu:d aDd p~ ,pri« II) 
amplc!zM''''IOCIL. . 

., , ,-­
D.	 AlTJHORJrY AND IESPONSIBD.lJT 

I ',." 

", • • .' '" '. '. " ," " • • • "	 • ,".' ~ I 

J'.	 ". ~.. ....1 abc ~ ddi .. Jc:mcnsuiao. ADd suJPX' ofdaIa sIWiDI .
CD ~ "-I' P, Jmfl.	 of .a... u .

aethida and'dimQiems iJ iapA tam ,11) me avenD iD;JlcnenTJ1inn . 1IIfij'",lvajO
 
. Nadma'. Infomwioa Strall:lY. The "'Pili GwdiaD" wilt iDJp1cmalt tfiI .
 
Information SIJ1.~IJ'· in collabonlioD Wllh the du'ce bmncha·.10 .~ ibe
 

. iDfaJ:DWioa needs of dle NIVljO Nal:ioA .Oovemmeo&. , 1bI foDoWUll cross 

,.,' 

,'l: ,".';';.' .....•' . : :. 

SCOPE 

STA'IEMENrOFPa..I:1' " .'c. 

." 
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ar,	 L· ~. 1\r SbDda..'1iI Commiuee shaD maiuraiD ad l1pdue' teelmolagy SWld3rds' . ". 

U awed in die Nlv~jo ComputiDa &Mronmena S~caciODl (NCES).' 
The Commiuec wiD -review, aU aUlOmJDon Jyidclincs for. $)'$1= 
~ nenvorX sunduds. cquipmebl spccifimions.. replaD~ 
policies and procedures-to ensure the dficiCDt aDd ~ utiJiDricm of 
teth!io]olY udtteJmiques to achieve optim~ produc:tivil1. This 
commiuee deals wid! the lOb' term infcrmation Boals of the mbal 
gOYerJUTI:DL 

b.	 , 111e InfonnatiOJl MaDlrcmezar CeDtetI SteeriD, Commiaee's (]MCSC)
prlmuy pal is ro provide III onloiD, aperalioaal fanuil 10 coordiD* 
'OVCrnmcDl.wide JDIOJDlDOIl acdviues to cnaure curreat SUDdards 
a.dhcmx:c and ,die pnxfuetive·and COSt cft'~ve use Of .dmololY iD · 
metrlnJ dlY 10 day govemmental iDfonnarloD needs. _ addiuOD.the 
!MCSe wiD ~ able to Jive inpur 011 die ~OD ofDeW SDDdards, as weD 

.as. pJO~ aD ahcmaJive chBnnd for chall!nsin'ldopIed J18Ddants. ' 

.c. It is Iwlba ~rrd ".ID ~wiD Deed 10 be estIb1isbaI orddepud 
10 provide for ibc c1Sacnt'&JMI coonIiDuI:d u"liutioa of rcchnoIolY 
cqwPmaI. teetmhpa IDd pc:I1ODDC1 til acl:line crptimum. c.ffecd\....' 
economy aDd ~ ill tile c:oklioa.lUftp. ~achanse.reuieYaL 
pnxzssib.. ausmiuioD Uul secudty"01illfOl'D'riGIL ;: 

nus. eildt,y shaD' deYd~, IrbpJeineat .., rumqiga caonfiaati:d Nlvaja
Naco. Wldc iDt'oI'JDl!lOD stnillcl1 for IDlOmWoa .ad nctwoJt (dall 
CODmnmicatiOU) .traetues. mcJlJdiD, abe at:ablisbJncnt of opcruiaa. 
cemet:a. far 1be pipoIC .of ~11be ft'RUP.,lJiJIl .. odIcr Deeds of 1bc
leJislzdve. D.eCUIiw _judicia) tnrJa 01 die Nav., Hui.. . 

•• .	 r ~ . 

1blI eiJ~ shaD prOmwpte rules. reraJatioas. poJicia aDd procedures 
appJiablC to aU cribll ~11 ~. 10 the c:oordmatioa and the 
acquisUiOli 0( IUIDmI"'4 CQOiJliiCftl. trQaiqua and ~ " , 

E.:.N~ 

1be-~.'~1bt~Had. mprovideimprowd saviceS 10 me NaVajo ~ 
is fo1lbl:lca 011 die Nalim t

, ab:iIhy1a s!un dui. raoun:es JDd JDfonnI!i.... Fail_ 
, 10 adhtn 1D die int=t of _ OpeD lJIfOl'UllliOD PoUc1 may ft'RII ill die 10Sl of • 
depaua::ur'llJIfClQ:DCiOO)dlJUlldNnf Ceo. SZIQII aDd/cj iDdividual cBsciplbllly 
~ larDelJ=cttlaly. , " . , . ..... .. .' 

...-.... I 
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ATrACHMENTto-B.l,..­
Data Security, PoUcy 

A., 

•.t ". 

I I ;," 

'.', 

,B. SCOPE	 , .' 

,', f 

., I", 
. " ...., 

c. sorA'7EMENTOPPClI.I:r 
.' , 

1. ,AD iJdonwicm used JD the comx 01 N~jo HadaD badness is aD asset and as 
,	 sac:b. dcacd officjlJI, dhetun ~ DhisioD, Depau UJJCUl aDd Program), I." 

, cmp,loyca. &r&d other tribal of5ciJb arc ~ndble mdaccounULblc fOlia 
proe:tioD,Ibd fa' !be use ttlsaid da!I'emir far dt:iII pcaposa. .' , 

2. DIll plOCt'WaL~ wiahiD die" Navajo Nadaals to be' CoDdu=d iD '. secure 
, emil on"",,*" The dej:n:e of thiS secwuy wiD be ,ovcmed by IWO ~pJ& 
, Fnt. die aec-ariry mmi be coWlCDl widl appJica.blc· federal, nile aDd Navajo , 
Naooa "laWl, RpJatiODl, aDd 'dircctiVCI.' Scc:oDdl7. security, mUSI 'be 
commcmmue widI die VAlue oItbe da!a aDd die physicd fadJilicl COJL9dcriDI 
loWvalDc to_ dL' "	 ',', •' , , 

3. "~~:~~~f~twO~dIe~af'daaml~ 
commlkd sfatrinr of dIiL DIll md"rained bJ IDfarwad_'MaaJ"DiiU CZnen 

·widDD dIi dm:c ~ rmy be sbmd mJ1 WidI tbose irdvidDaIs crad!ies'who 
!live embljshed a Deed for access (need 10 bow) bued upcm 'PPlicahle feda'al. 
szue, aDd Navajo NaIiaa IaM,qvl'Doas 1Dddira:d'va.

'. . 
~musI be tsIIbJished ID tm:(IIl die imqlh). W-"CJI'JCY aDd coa5deDzialiry of 
dUL '- ­

.~ 

.'MtuJU'eI mUll be c:Sublilbed< to. cum.: _ coSl-effecdve.cmerat. ,~eD 
COfttin~ plau; 'c.xia f~ eblin• widl ~1fr1acla, dh·srmUld miDI'..

. 

"'~	 " , 

, . 
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't ('.' 

tl.­

Data Security, PoDC)', 

,PURPOSE 

To, provide ,wdilme.s and dtfiDe mpO!lSJ1illirics wilhmsp= &0 the prorecoon of 
infonnation and procwinJ 01 dIU 10 ,~, a~Slloss, ~inhori=d modificatioD,' 
~JtlF ~S~OD, misilJc or 1U1I.Vt!Iorizrd discloslft of,dati' whether acddei11a1 or 
intennOnaL This ,includes the pnncaicD 01 Nnljo Nation cWa., coJIll'UU!2' Iwdwae mf 
sdiwIJ't fiom ~ damiJe, amDthori2z:d IQ::CSI, impJoper ~ theft. fbc, J]ood. ' 
windor an)' .batli:r2J CI' rnm-md dislner. ,, ' ,,'., ' , 

.~. ". 

"", 

" At<: B.	 SCOPE 

. ' , .,:,',-, '. , 

c.	 srA'1EMENTa:~ 
.' . 

1.	 .AD iDformation 1ISCd hi the comx 01 Nmjo NuiDo business is aD asset and as 
i ~ • 

, JUdi. deacd offici",. ditccun ~~ Dcpanuaeut aDd Program). .." 
, employees. aDd otbe:r oiba! oflidJb arc ~~Je aDd 'lICCOuublc tot its 

pnleCtiDJl,aDd b!be: usc ofsaid dIU'emir far dIic:iIl piiIJloSeL " 

2.	 'DaD proceuin,_~ wia tbc Navajo Natiaab to be ecmducu:d ill'. sOcare 
cmiron!I'QC The dejJa of thiS sccwuy wiD be IOw:med by cwo ~pJa. 
Fnt. the securiEr IDIUI be conmlCDl wilh applicable- fedc:ral, IDle aDd. Navajo 
N.atiOlllaWl' RpJatiO.... IJId 'dirt:cti\'eJ., Secondly. secwUy must 'be 
eommensurue wida dE Value of '!be dam IDd the pbyricll f&dJidea CO'l9dcrili1 
JO&t/vaJac 10 die..' "	 " ,,' " , 

w. ,	 _ II ~ _ ... ",,__ ~. • II ~" • • *. .~ ••. . '. 

, 3.	 1hc ~'·p!b~ f. t1l'O~lbc'p-¥UCdJaa atdaa m:l1be 
comro1kd "'miDI f!l'cla& DaD Wiinoined by IDfmwadm'Manapm::m CaJIn , 
.~ .L......... ..... Iv -L.-..I -.Ioir _~ .-..-_ ~-=.I.o...I. _~__.I.- , 

WIMIIJi, ~,u.f~rmy ~ -J WDII ~aaIIY~- ~..... w..,
hive emhUshed a,DCCd for ace:eu (Deed to bmw) bad apo.a applicah1e fedaal. 
JDI:. and Navajo NIIica lJWJ,zqD'aOOU IDd 'cIIrlaivcL 

. . 
4.' ~ DmSl be c:stabJisbcd ID tm(II'C tbe im:pir).ItX'J'Xy lid confideDUaIhy of 

daI&. --' . ... 
5~ "M'e&.nU'CI mUJI be ,csublisbed-to. CDS1A: _ COIl-dfe:tive.current.~eD 

eofltiD~ pllJll; WII f~ dUIiD. widl cmc:,cudCl, dh'srmllld mJDII' 
~"	 " , 
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F. 
~. . 

DATA RE'SPONSIBJlJI'YaASSlFICAnONS· 

J. 

.. -­

DATA OWNERS· . · . .. .. . .~. . . L 
Tbt Navajo NatioD CounciL pumwll fa 2 -NTC Sectioa 102(1). is 1be 
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:1. 

NDLE 1M3 WII~DDW ROCK, , ',' , No,4221 p, 202009 5: 04PM 
, , GovmUng bOdy of tbeNavlljD Natioll,UJd'~ leta,the owner of' all 
,~ovemmental data.. The B.::'amntntu a'kpl entity rcuiiIs the exclusive 
ngtn ud I1!e ofall infonmnon assets in acc:crdBncc, wisb applicable f~' 

'" ~ and NlVljo Nmion laws. n.gu1aiiCDii 'ma ~ , , , 

b.	 DATA OUARDIAN 
. The FSODprimarily ~spOns:ible for the cooniinarlon and impl=cntUicn Df 
. the OJICII Information EnvironmenLThe OuaJ'dian Will represent the 

Navajo Nation Coundl in rtprds II) policy aDd procedural questiODS. 

c. ' DATA MANAGERS , ' " " 
Direcron aDd manl,en of • prop-am iD whicb the, data originates. 

,Pcrwn(s) primaiily n:sponsibJe (or me aa:UIaC)' wi in'"of cWa.. 

d.	 DATACJSTODIAN. 
The ,rna.nasm 01 data-pmce!Sm, opm!iOIlJ. dimibDtio.a openaons.

, stQn,c opc:r1cons. I.Dd ,contraCtDJI who process. dismDuIe ar ItDn: daQ 
shalJ be dai~ t'US'U'dillls of the chza. ',Daza r:umcfi·n. assume 
rcsponsOOiry far ina;mahrinl1be daa m'&be cart 01 thdr orpnj%~niOL The 

,	 release. clara maintained by the dt:U cunodiau .may oall occur if, 
,auJ:horimion is nccived from me dma' owner. Penon(a) rcspoDSlb1e fer the 
infonnaD~ ISSdJ wbiJc~um.his comroL , ' ' " 

, e. 

SiiARINGOPDATA 

1~	 Dam.sharlD, ~ts mua be mitialcd amon, me Dm MaliS~ Cus&odiaDs 
a.Ild entities outSide the N,YljoNariOll who haft C$Ublished • need for aectSS to 
da!I owned by lDodutr pro~ or endt)' willl the coDaborarioa 01, tile 0." 
GIwdiaa. Aopproval.f'ar ~ WII he bascid upom)D'QVisions 01. fe&dL SDIe aDd 
~J:U;r:-la"''' n:JU1atioDl ed'diricdYa ,overaiD. $~euril1"md' 

2. ' Rc-dUtloan-ot.' iirl'mmuioa, b: prohibiliXl wi~~ f~, coDICIII'from IDe
aiFn,riD. SOIllCC.	 ', " ' 

:~T 

INDMDUALIEa)RDREYlEW , 

Access aad mricwaf. pcncati OWl hdMduaI rtcoJds iDclDdlnl cUcm _ fDDYider dill, ' 
and pcnonnd dm wiD bepamiued iIIlL'COn1aDce with (edmL swc aDd Nivajo Nllima . 
laws. ~JUJiriOI1J anddin:aivr:s ~ eou5dentiaJir;y. ' " ' -
SOfTWARE DEyaol'ldlNTAND ACQUISm~ 

- .'
 

ThIs policy ,OVc:nJJ aD Safnrrtm alii!' specifically addrcss= ~.. dndopinllJld
 
ma;nr, ini'" so~ applic.uions. Each ~ app1icaUaa Will be enJaued ill ~ 01
 

, j~ COmplc"biliry with aubJishrd ~t)' COI1U'O~ No sofrw*ft Iha1J bypaJ:' or mlUfere 
wuh mese $CCUr'.ity eODuvls:. "Such CODU'O!s may lDcJude ll5C of data, enc:rypuOD sotnvu=. 

' 

.' ' 
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. . passwords lbdIor physical security comrolL	 ;.. .,....	 , 

J. COMMtINl~nONSSICUR1TY ' 

~,,:::':or teJecormnuniratiDns must cOmply wilh redeaL su:- aDd ~av.jo· NasiDil 

K. DEfINITIONS 

J.	 ACCESS· &be olutninl or viewiDl d dIIa: a'- abiIB)' IDd chi __ UJ appi'oadI.
suR or%CUiM daa.1O (OJmJJWlieale wi*, "'10 mab use ~ III)" resomcc. " " 

2. BREAQI,-. vioJiriOD at saue «federal =,~ or ~F'rions; • i viollliOD ' 
ofNanjo Nuioa StCUriq poUdes aJJdIor '	 ," . . ..	 .' 

3.	 CONfJDENTIAL1'n' • I I'CDIl 1hu men ID daIa.whose l1DaudJorizaJ dlscJom 
eouJd be Jftjdall to Ihe NaJioa, Ibc ~ ill penomIcL ill pnwidas or111·' 
~ . ,,', ,". ' .' ,".' . " 

4.	 DATA-ACCESSCONTItOLS -~·JDQDIr'a·emPlo,ed. aDd _tUb " 
pedonned by ba.tdWue md ~ tD moDilDr synaD '~liou. CDIQfC cilia 
maepilY, pCri'ana user idcDtifk:alioa. h':COJd S)'SIaD ICCeSI aDd chanps, _ .... 
aKr'" '. " 

5.	 DATA"IN'rEOJU1'Y ~ abe ~aIi_' of data or prCIpU. for daclrul1adcd," 
pmpose. ,11Jc SIIIe 1Ul cxiss wheD eoJnpornized diD it die lImO a dac sc=e
docinneDu 'and hu DOl bccD expolCd to accidental ar maUeioDI aJtauiOi 01 . • 
cIesuuc1i-.	 ' ,-. 

6.	 aERMANE .. JdeWm..*PJI1'Pdate 
. ,	 . 

7.	 HARDWARE,,; die compu_ uut aD JdJ.tod ar .mi,.-hed machiDay. lucb.u
 
nn:baabl, ~ eJcarical. anddccawic devica used....proccssial­

.	 . . ,,. 
8.	 PASSWORD ... mwiue WOld or miDI vf charac=l1hlt a plO~ coinpu., , 

opc:rI!IX' ... uer IDU'It supply to m=I JeC%" irJ ftqahCWCDD bd'an piJrinl acceJS 10 
duL	 " 

"	 . . ­
9.	 PRIVACY • dJe rips of iDdMdUlli aDd ~ni7.ltilDDlID contral the coJlccdoa.
 

JUftF &lid disrmin.uaa of 1beir daD or bd'W!fl'" about Ibe.m:J=I¥a ", ,
..•.- .. ' 
~.	 . 

10.	 S~AJDINO '. ~J pnamiODllJ IIICUIft;, sdpul.dou orlldmkal 

~·JR"JeC!W1I1UP~·: ," " ' 
,	 . 

11.	 SOFJWARB • • HI of compu_ propms. procedma;:"'Uld usodurd 
documcmatioA cca:rnU1 me opcDIioD 011 UiiJ4'Idir sysaa 

12.	 STORAG!!.; • fIdIhy l1scd lor housiDl daIa or CODJpuw p.repaa IDd n:1Iltdn. 
themf........ "' :.'	 "
 


